From: CSI Technologyservices <Technologyservices@csi.cuny.edu>

Sent: Tuesday, October 1, 2024 2:34 PM

To: studentbroadcast@cix.csi.cuny.edu <studentbroadcast@cix.csi.cuny.edu>
Subject: OIT: Participate in National Cyber Security Awareness Month

Introduction

October is Cybersecurity Awareness Month, an international initiative designed to empower individuals
to take proactive steps to protect their online security. This year, the theme is “Secure Our

World,” emphasizing the importance of safeguarding our personal data and digital interactions amid
increasing cyber threats. CUNY is excited to support this global effort in partnership with the US
Cybersecurity and Infrastructure Security Agency (CISA) and the National Cybersecurity Alliance (NCA).

Throughout October, you will receive weekly messages on four key cybersecurity behaviors:

Week 1 — Use Strong Passwords and a Password Manager
Week 2 — Turn on Multi-Factor Authentication (MFA)
Week 3 — Recognize and Report Phishing

Week 4 — Update your Software

Additional Resources and Tips:

In response to a NCA survey:
e  Weekly Infographic to enhance your cybersecurity practices
e US Cybersecurity and Infrastructure Security Agency (CISA)
e National Cyber Security Alliance (NCA)
e Secure Our World: 4 Easy Ways to Stay Safe Online tip sheet
e Secure Our World: Opportunities Guide
e Cybersecurity Best Practices (CISA)

Facts and Figures:

The National Cybersecurity Alliance 2023 Oh, Behave! report lists the following cybersecurity survey
responses:

e 84% of people considered online safety a priority

e Only 38% of people use unique passwords for all their accounts

e About a third of respondents began using a password manager after receiving cyber training

o 79% of respondents were familiar with multifactor authentication and 70% of those who have

heard of MFA security measure know how to use it

e Only 36% of people always install software updates when they become available

e 69% of people express confidence in their ability to identify phishing attempts

e 51% of Americans actively report cybercrimes, particularly instances of phishing

Our emails and supporting information are available from the National Cyber Security Awareness Month
(NCSAM) page on the CUNY web site. We also provide a growing security resources list on

the OUCH! website to read recent security articles or subscribe to the world’s leading, free security
awareness newsletter designed for technology users.



https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cisa.gov%2Fsites%2Fdefault%2Ffiles%2F2024-09%2FCybersecurity-Awareness-Month-2024-Infographic.pdf&data=05%7C02%7CJoyce.Taylor%40csi.cuny.edu%7C1afb7ab1f20e492e3f2d08dda90b71bf%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638852588858912994%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=fSnaaWSTHLtgde6c3h6SkxY3AAGEm00fHPLm6IO2P08%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cisa.gov%2F&data=05%7C02%7CJoyce.Taylor%40csi.cuny.edu%7C1afb7ab1f20e492e3f2d08dda90b71bf%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638852588858922252%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=1BC3sYRqplO5VXLSCP%2Bz4a%2BR5MKgV2l5v9k3Bb2ncgQ%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.staysafeonline.org%2F&data=05%7C02%7CJoyce.Taylor%40csi.cuny.edu%7C1afb7ab1f20e492e3f2d08dda90b71bf%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638852588858931223%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=hj%2FCcFwu78YVpvt6ZitnUSWwC6valEkWu7i4myxpVY8%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cisa.gov%2Fsites%2Fdefault%2Ffiles%2F2024-09%2FSecure-Our-World-4-Easy-Ways-Stay-Safe-Online-Tip-Sheet.pdf&data=05%7C02%7CJoyce.Taylor%40csi.cuny.edu%7C1afb7ab1f20e492e3f2d08dda90b71bf%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638852588858940648%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=ow4JpFSf2Tc8BYh62pTVItuE5611t4a8fOApAP3WfBY%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cisa.gov%2Fsites%2Fdefault%2Ffiles%2F2024-08%2FCISA-SOW-Opportunities-Guide.pdf&data=05%7C02%7CJoyce.Taylor%40csi.cuny.edu%7C1afb7ab1f20e492e3f2d08dda90b71bf%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638852588858950380%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=y98WAHSCWvVsAWMlZXazX%2Fcz5kwpwaETi%2Bu8wD5izks%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cisa.gov%2Ftopics%2Fcybersecurity-best-practices&data=05%7C02%7CJoyce.Taylor%40csi.cuny.edu%7C1afb7ab1f20e492e3f2d08dda90b71bf%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638852588858959664%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=S01ovonTMel6wFKsIqmsvdXVBmeZ45CjdgLnHXP9V4g%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww2.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fnational-cyber-security-awareness-month%2F&data=05%7C02%7CJoyce.Taylor%40csi.cuny.edu%7C1afb7ab1f20e492e3f2d08dda90b71bf%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638852588858968838%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=iwA25sIME2LYYtWDYwwhD9fItp0jGedTd1uUs6FOLdQ%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww2.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fnational-cyber-security-awareness-month%2F&data=05%7C02%7CJoyce.Taylor%40csi.cuny.edu%7C1afb7ab1f20e492e3f2d08dda90b71bf%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638852588858968838%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=iwA25sIME2LYYtWDYwwhD9fItp0jGedTd1uUs6FOLdQ%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww2.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fsecurity-resources%2F%253ECUNY%2520Information%2520Security%253C%2Fa%253E%2520pages.%2520You%2520may%2520also%2520want%2520to%2520visit%2520the%2520%253Ca%2520href%3D&data=05%7C02%7CJoyce.Taylor%40csi.cuny.edu%7C1afb7ab1f20e492e3f2d08dda90b71bf%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638852588858978781%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=TBPozm3ypQv9IrDv5%2F0Byu9NLbexzYx7h0Py6JuK3vY%3D&reserved=0
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If you have any questions about any of this information, please contact your college's Information
Security Manager.



https://nam02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww2.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fcontact-us%2F%231446149131844-b574cbf9-ece9&data=05%7C02%7CJoyce.Taylor%40csi.cuny.edu%7C1afb7ab1f20e492e3f2d08dda90b71bf%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638852588858988740%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=mWp1hDU2ck%2FR24ETccOGrNj9k%2FiiFJHkiZtmKuSH%2BLQ%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww2.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fcontact-us%2F%231446149131844-b574cbf9-ece9&data=05%7C02%7CJoyce.Taylor%40csi.cuny.edu%7C1afb7ab1f20e492e3f2d08dda90b71bf%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638852588858988740%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=mWp1hDU2ck%2FR24ETccOGrNj9k%2FiiFJHkiZtmKuSH%2BLQ%3D&reserved=0

