
 
From: CSI Technologyservices <Technologyservices@csi.cuny.edu> 
Sent: Tuesday, October 8, 2024 9:45 AM 
To: CSI-FacultyStaffBroadcast <FacultyStaffBroadcast@csi.cuny.edu>; 
studentbroadcast@cix.csi.cuny.edu <studentbroadcast@cix.csi.cuny.edu> 
Subject: National Cybersecurity Awareness Month: Use Strong Passwords and a Password Manager 
 

Introduction 
 
This Week 1 is focused on “Use Strong Passwords and a Password Manager.” Strong passwords should 
be long, random, unique to each application/service, and incorporate all four character types: 
uppercase, lowercase, numbers, and symbols. Password managers are an essential tool to help you 
generate and securely store strong passwords for each of your accounts. 
Passwords Resources: 
  

• You can find more information on Use strong passwords and a password manager on the 
National Cybersecurity Awareness Alliance site  

• Secure Our World: Passwords Tip Sheet (CISA)  
• Tips for Stronger Passwords (Consumer Reports)  

  
Helpful Password Tips: 
  

• Make passwords long: At least 13 characters (the longer, the better!) 
• Use random strings or passphrases: Mix letters, numbers, and symbols or use unrelated words 
• Create unique passwords for each account: Never reuse passwords across different accounts 
• Use complex combinations: Upper- and lower-case letters, numbers, and special characters 
• Use a password manager: Simplifies password management, storing unique, complex 

passwords securely 
  
Password Facts and Figures: 
 
The National Cybersecurity Alliance 2023 Oh, Behave! report lists the following cybersecurity survey 
responses: 
  

• Only 38% of people use unique passwords for all their accounts 
• 60% of people use strong passwords, indicating a gap in password security practices 
• 46% of people create passwords that are 9 to 11 characters long, shorter than the 

recommended 13 characters 
 
Our emails and supporting information are available from the National Cyber Security Awareness Month 
(NCSAM) page on the CUNY website. We also provide a growing security resources list on the CUNY 
Information Security pages. You may also want to visit the OUCH! website to read recent security 
articles or subscribe to the world’s leading, free security awareness newsletter designed for technology 
users. 
 
If you have any questions about any of this information, please contact your college's Information 
Security Manager. 

https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fstaysafeonline.org%2Fonline-safety-privacy-basics%2Fpasswords-securing-accounts%2F&data=05%7C02%7CJoyce.Taylor%40csi.cuny.edu%7C1afb7ab1f20e492e3f2d08dda90b71bf%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638852588858440384%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=NlRAVAHAcBP3qJlSHDgw4Syt6YlUxPHSRmC1xYDLvLk%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fstaysafeonline.org%2Fonline-safety-privacy-basics%2Fpassword-managers%2F&data=05%7C02%7CJoyce.Taylor%40csi.cuny.edu%7C1afb7ab1f20e492e3f2d08dda90b71bf%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638852588858450125%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=rIqcIRbVH4ZKxgNjWSPug4gC2paFVQRGR8AWKum362c%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cisa.gov%2Fsites%2Fdefault%2Ffiles%2F2024-09%2FSecure-Our-World-Passwords-Tip-Sheet.pdf&data=05%7C02%7CJoyce.Taylor%40csi.cuny.edu%7C1afb7ab1f20e492e3f2d08dda90b71bf%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638852588858459347%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=lxoVA1LObC7%2BmObAMnDC8KhGc3zqDOqUzRTfSztAvwA%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.consumerreports.org%2Felectronics%2Fdigital-security%2Ftips-for-better-passwords-a3656305306%2F&data=05%7C02%7CJoyce.Taylor%40csi.cuny.edu%7C1afb7ab1f20e492e3f2d08dda90b71bf%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638852588858468830%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=vvy7JeukDrWCVmtHXG8ZbA7e5hIUhGTCPmmCextQAFs%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww2.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fnational-cyber-security-awareness-month%2F&data=05%7C02%7CJoyce.Taylor%40csi.cuny.edu%7C1afb7ab1f20e492e3f2d08dda90b71bf%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638852588858478124%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=tG49ovFSKBbjQJj76skTd1USf6gZJQyByOPG6oLJGhg%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww2.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fnational-cyber-security-awareness-month%2F&data=05%7C02%7CJoyce.Taylor%40csi.cuny.edu%7C1afb7ab1f20e492e3f2d08dda90b71bf%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638852588858478124%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=tG49ovFSKBbjQJj76skTd1USf6gZJQyByOPG6oLJGhg%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww2.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fsecurity-resources%2F&data=05%7C02%7CJoyce.Taylor%40csi.cuny.edu%7C1afb7ab1f20e492e3f2d08dda90b71bf%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638852588858487495%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=I8q1o2hSDgUzC4NCd6NvodQxEatNlAdIkZb5QZ44GII%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww2.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fsecurity-resources%2F&data=05%7C02%7CJoyce.Taylor%40csi.cuny.edu%7C1afb7ab1f20e492e3f2d08dda90b71bf%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638852588858487495%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=I8q1o2hSDgUzC4NCd6NvodQxEatNlAdIkZb5QZ44GII%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.sans.org%2Fnewsletters%2Fouch%2F&data=05%7C02%7CJoyce.Taylor%40csi.cuny.edu%7C1afb7ab1f20e492e3f2d08dda90b71bf%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638852588858496977%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=%2BCH7X0wLsbMG343AMhuUxndlYW%2BHs3NMCIvTtfRsLXE%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww2.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fcontact-us%2F%231446149131844-b574cbf9-ece9&data=05%7C02%7CJoyce.Taylor%40csi.cuny.edu%7C1afb7ab1f20e492e3f2d08dda90b71bf%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638852588858506048%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=LKMmEfA6N%2Botre9cBB4Ibe3PbbyQWKONvUj4Lvh1cqI%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww2.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fcontact-us%2F%231446149131844-b574cbf9-ece9&data=05%7C02%7CJoyce.Taylor%40csi.cuny.edu%7C1afb7ab1f20e492e3f2d08dda90b71bf%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638852588858506048%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=LKMmEfA6N%2Botre9cBB4Ibe3PbbyQWKONvUj4Lvh1cqI%3D&reserved=0

