‘ig College of

Staten Island Office of Information Technology Services

The City University of New York

Using the Oracle Authenticator App to Authenticate your CUNY login

.-Micrwoft | Stare Home  jpps  Games Entertainme: nt  About

Step 1. Download the Oracle Mobile Authenticator App from the

Microsoft Store. Oracle Mobile Authenticator App from the MS

Store. @ Oracle Mobile Authenticator
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Step 2. Locate the app’s executable file in the Downloads . @ OneDrive - Petsonal

folder. Double-click on the file to install it.

é Documents

& Desktop

i Downloads

Step 3. Accept the End User License Agreement.

Step 4. Click “Add an Account.”

Oracle Mobile Authenticator

Use the Oracle Mobile Authenticator App to
complete identity verification.

You don't have any accounts set up. Tap Add
Account to get started.

e
Add Account

Scan QR code to add account.

No QR code?| Enter key manually



https://apps.microsoft.com/detail/9NBLGGH4NSH8?hl=en-us&gl=US
https://apps.microsoft.com/detail/9NBLGGH4NSH8?hl=en-us&gl=US

Step 6. Click “Others.” Add Account

Select Account Type

®

Oracle

Amazon Web Services

App.net

DropBox
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Step 7. Fill in the required information. Enter information that you
will recognize later.

Add Account

e Company —e.g., CUNY R
e Account —e.g., CUNYfirst Credentials —>  Company CUN\I X
Keep this window open; you will need to add the Key — Account CUNYfirst Credentials
manually.
Key
Icon @ >

3 Save

Step 8. Go to https://ssologin.cuny.edu/oaa/rui CUNY Login
Step 9. Enter your CUNYfirst credentials and click Login.

Log in with your CUNY Login credentials
If you do not have a CUNYfirst account, see the FAQs_

Username

C
lplogin.cu ny.edu ]

Password

Login
New User I Forgot Username | Forgot Password | Manage your Account

ORACLE

Step 10. Click “OK” on the Oracle Access Manager
Access Manager

page.
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https://ssologin.cuny.edu/oaa/rui

Step 11. Click “Allow” on the Oracle Identity Management page.

ORACLE Identity Management DORIANN.HYLAND93@login.cuny.edu

Grant application CUNYMFAClient access to:

OAuth Mgmt openid

— CUNY Login Advanced Authentication
Step 12. Click “Manage” under "My Authentication Factors." i At

Hi, what are you managing today?

- X

My Authentication Factors My Devices

‘ I Manage I ‘ ‘ Manage
L

Step 13. Click the down arrow next to “Add Authentication Factor.” = & e g el A T2 W

Universal Authenticator

My Authentication Factors

Add Authentication Factor ¥

CUNY Login Advanced Authentication
Universal Authenticator

Step 14. Select “Mobile Authenticator — TOTP” (Time-based One-Time
Password) from the dropdown menu.

My Authentication Factors

Add Authentication Factor

[E==] Mobile Authenticator - TOTP
o’ FIDO2 Challenge

o Yubico OTP Challenge



Step 15. Setup Mobile Authenticator Window CUNILEg e A i

Setup Maobile Authenticator

e In the Friendly Name field, enter a name to identify this authentication

from your other accounts, e.g., CUNYfirst Login Authentication -
Windows PC. —

Friendly Name

CUNYfirst Login Authentication - Windows PC

Step 16. Type the Key provided on the CUNY Setup Mobile Authenticator window into the Key box on the Oracle
Authentication App. Do not use the key or QR code shown in the instructions.

ed Authentication

. . Add Account
Setup Mobile Authenticator
Company Cu N\I X
Friendly Name
CUNYfirst Login Authentication - Windows PC : ,
retegn Aufhenfication - Hindons Account CUNYfirst Credentials
Enter the key below, manually in your Authenticator Application
A1B2C3D4E5F617 =D Key A1B2C2DAESEGIT
Or
Scan the OR code below, from the Authenticatior application |C on @ >

Save
[ ) Save

Step 17. You can select aniconimage if you like, but it is not necessary. Click “Save.”
Step 18. Almost Done! The final steps are to verify
the Authentication. Friendly Name

. o -
Click “Verify Now.” Oracle Authenticator Windows Pfi

Enter the key below, manually in your Authenticator Application

Or

Scan the QR code below, from the Authenticatior application

Cancel Verify Now Verify Later




Step 19. Enter the Verification code from the Oracle Authenticator App into the CUNY Setup Mobile
Authenticator window. You do not need to type a space between the numbers.
Step 20. Click “Verify and Save.”

Authenticator = CUNY Login Advanced Authentication

Universal Authenticator

— Accounts Setup Mobile Authenticator
@ CUNY
( YT Friendly Name
o CUNYfirst Login Authentication - Windows PC
123 456 ¢
Enter the key below, ly in your i Applicati
Or
Scan the QR code below, from the Authenticatior application

() Refresh -+ Add Account 88 G.%d View

Verification Code

123456

Cancel Verify and Save

You are now set up for Authentication using the Oracle Authenticator App.
Tip: Be sure to pin the Oracle Authenticator App to your Taskbar or Start Menu to make it easier to find.
Right-click on the App’s icon and either Pin to Taskbar or Pin to Start Menu.

Authenticator

<? Pin to taskbar

X  Close window

& Accessibility: Investigate L7, Foc
== Q Search .

Q search for apps, settings, and documents

All

#

Ea 3D Viewer

E Authenticator

B

£ Pin to Start

Mare >

W Uninstall
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