
Please adhere to the following security practices when using the Internet:  

1. Avoid clicking on any web links from within an email.  These embedded links may 
direct your Internet browser session to illegitimate web sites asking for personal 
information and could also download malicious code, such as viruses or spy ware, onto 
your machine.  Instead, start a new Internet browser session and enter the legitimate web 
site address into the address bar of the browser. 

2. The content of many phishing e-mails can be very threatening (e.g., account closure, 
account verification, account updates, account is limited) and can be convincing to entice 
the user to follow through with the provided instructions.  By far, most institutions will 
use non-Internet methods, such as the U.S.  Postal Service, to send these types of notices 
and then will only send them to your official address of record. If in doubt about the 
legitimacy of these threatening e-mails, call the institution using the phone number on 
your last statement or on the back of your credit card. 

3. Similarly financial institutions generally require some form of an initial setup to be 
completed prior to allowing electronic banking services.  An online relationship is 
usually not established automatically or only through an exchange of e-mails.  Become 
familiar with your financial institution[s online registration process and how the 
electronic relationship may change from time to time.  If in doubt, call the institution 
using the phone number on your last statement or on the back of your credit card. 

4. Update your computer's operating and Internet browser software on a regular 
basis.  These updates routinely include security enhancements. 

5. Maintain anti-virus programs to the current level of protection. 

6. Select and maintain passwords that are difficult to guess and change them regularly. 

Kind Regards,  

Carl Cammarata 
Chief Information Security Officer 
The City University of New York 
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